Sort Numbers

Bubble Sort!

e Can be explained to a
child.
e More or less efficient.
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Is 193 a Number Prime?

First Idea:
For all numbers up to 1937(1/2), check whether it
is a factor of 193.

-> Not too efficient for 203432430823423482133!

Not possible for 2430402457-1

12-2



Prime Factorization?

Prime Factorization of 203432430823423482133??

No efficient solution is known!!

It took more than 50 years of computer time to
factorize a 200 digit number!

It is assumed that there is no easy solution for prime
factorization. In fact, most of the cryptography used
today is based on the assumption that prime

factorization is a hard problem and that it cannot be

done efficiently. = e

CETY
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Fundamental Questions

- What can a computer do?

- What can a computer do with limited
resources?
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* Function: A correspondence between a
collection of possible input values and a
collection of possible output values so that
each possible input is assigned a single
output
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Functions (continued)

- Computing a function: Determining the

output value associated with a given set of
iInput values

- Noncomputable function: A function
that cannot be computed by any algorithm
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Figure 12.1 An attempt to display the
function that converts measurements in
yards into meters

Yards Meters
(input) (output)

0.9144
1.8288
2.7432
3.6576
4.5720

s O B W N -
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 Glven the encoded version of any program,
return 1 if the program is self-terminating,
or O if the program Is not.
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Figure 12.6 Testing a program for
self-termination

Encode the
program as
v one long bit TV Y I
While X not 0 do; E%t(tﬁlr. n using
1TcCr X,‘ >
end; 0111011101101000...0110010000111011

Assign this pattern to X
and execute the program.
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Figure 12.7 Proving the unsolvability
g program

Then: If such a program exists,
we could modify it by

of the haltin

First: Propose the existence
of a program that,

given any encoded
version of a program

Proposed
program

will halt with variable
X equal to 1 if the
input represents a
self-terminating
program, or with X
equal to 0 otherwise.

However: If this
not se

adding a
while-end
structure

—tp

new program were
If-terminating and

we started it with
its own encoding
as its input,

execution would

reach this point

with X equal to 0,

Proposed
program

so this loop
would be skippe!

while X
not 0 do;

end;
|

.

and execution
would halt;

i.e., if the new program
is not self-terminating,

then it is self-terminating

Now: If this new program were
self-terminating and

. we started it with
its own encoding
Proposed to produce as its input
program a new execution would
program reach this point
with X equal to 1,
Proposed
program
while X
not 0 do;
end;
50 execution
would become
trapped in this
loop forever;
i.e., if the new program is
self-terminating, then it
is not self-terminating.
Consequently:
The existence of the existence of
the proposed a new program
program
— Proposed that is neither
rogram self-terminatin
Proposed | |ead to Prog -
# program nor not self
— | Lhile x terminating
not 0 do;
end;

so the existence of the proposed
program is impossible.
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- Time Complexity: The number of
Instruction executions required

— Unless otherwise noted, “complexity” means
“time complexity.”

» A problem is in class O(f(n)) if it can be
solved by an algorithm in ®(f(n)).

» A problem is in class ®(f(n)) If the best
algorithm to solve it is in class O(f(n)).
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Figure 12.8 A procedure MergelLists
for merging two lists

procedure MergelLists (InputListA, InputListB, OutputList)

if (both input lists are empty) then (Stop, with OutputList empty)
if (InputListA is empty)
then (Declare it to be exhausted)
else (Declare its first entry to be its current entry)
if (InputListB is empty)
then (Declare it to be exhausted)
else (Declare its first entry to be its current entry)
while (neither input list is exhausted) do
(Put the “smaller” current entry in OutputList;
if (that current entry is the last entry in its corresponding input list)
then (Declare that input list to be exhausted)
else (Declare the next entry in that input list to be the list’s current entry )
)

Starting with the current entry in the input list that is not exhausted,
copy the remaining entries to OutputList.
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Figure 12.9 The merge sort algorithm
Implemented as a procedure
MergeSort

procedure MergeSort (List)

if (List has more than one entry)
then (Apply the procedure MergeSort to sort the first half of List;
Apply the procedure MergeSort to sort the second half of List;
Apply the procedure MergelLists to merge the first and second
halves of List to produce a sorted version of List

)
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Figure 12.10 The hierarchy of
problems generated by the merge
sort algorithm

Sort list of
n names

TN

Sort first half Sort second half
of list of list

NN

Sort first Sort second  Sort third Sort last
quarter quarter quarter quarter
of list of list of list of list
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Figure 12.2 The components of a
Turing machine

* Inputs at each step
— State
— Value at current tape position

 Actions at each step
— Write a value at current tape position

Control

— Move read/write head anit

— Change state Tape\ J/Read/write head
% %
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Figure 12.3 A Turing machine for
Incrementing a value

*1017
current state
Current state Current cell Value Direction to move New state
content to write to enter
START * * Left ADD
ADD 0 1 Right RETURN
ADD 1 0 Left CARRY
ADD * * Right HALT
CARRY 0 1 Right RETURN
CARRY 1 0 Left CARRY
CARRY & 1 Left OVERFLOW
OVERFLOW (lgnored) * Right RETURN
RETURN 0 Right RETURN
RETURN T

*

RETURN x* No move HALT
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"he functions that are computable by a
"uring machine are exactly the functions
that can be computed by any algorithmic
means.
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Figure 12.11 Graphs of the
mathematical expressions n, Ig n, n
lg n, and n?

a. nversus g n b. n? versus nlg n
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» Class P: All problems in any class ®(f(n)), where
f(n) Is a polynomial

» Class NP: All problems that can be solved by a
nondeterministic algorithm in polynomial time

Nondeterministic algorithm = an "algorithm”
whose steps may not be uniguely and
completely determined by the process state

» Whether the class NP is bigger than class P is
currently unknown.
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Figure 12.12 A graphic summation of
the problem classification

Solvable problems Unsolvable problems
| |

I Il |

NP problems

l

| L7

\\ 1\

Polynomial Nonpolynomial

problems problems
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- Key: A value used to encrypt or decrypt a
message
— Public key: Used to encrypt messages
— Private key: Used to decrypt messages

- RSA: A popular public key cryptographic
algorithm

— Relies on the (presumed) intractability of the
problem of factoring large numbers
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Figure 12.13 Public key
cryptography

Public domain Private domain

Messages in the form of
bit patterns are encrypted
using public keys.

Messages are decrypted
using the private keys.

>

v

Messages cannot be
decrypted because the
private keys are not known.
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D,q AR NEE , mMEOZpgfd—NEEEL , W THEERIIEERE
FKIF(E ;. 1=mkr-DED(mod pq)

RSANTAR A | IEHRNMARBRIES, p,.g. n=pg. TEHH
PNEEEEL - e,d, [FENENIEEEEK , e*xd=k(p-1)(g-1)+1,
eNANNZEZEH |, dnNEERER |, p,gFASRMEINR RS,

Z : c=me¢(mod n)
f#%2 - cd(mod n)
— JRIE : c¥=me"d(mod n) = mkE-DE-D+ (mod n)=mkeE-H(@-D)
(mod n) * m! (mod n)=m (mod n)=m.
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Encrypting keys:n=91ande =5
10111, ,, = 23,

238 = 23°=6,436,343

6,436,343 + 91 has a remainder of 4
4., = 100,,,

Therefore, encrypted version of 10111 is
100.
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Decrypting keys: d =29, n =91
10040 = 4ten
44 = 429 = 288,230,376,151,711,744

288,230,376,151,711,744 + 91 has a
remainder of 23

23.,=10111,,,

Therefore, decrypted version of 100 Is
10111.
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Figure 12.14 Establishing an RSA
public key encryption system

Public domain

The keys nand e are
provided to anyone who
may want to encrypt

a message.

Private domain

Based on the choice of
two large prime numbers
p and g, determine the
keys n, e, and d.

v

The values of p, g, and d
are kept private.
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» Questions?
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